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Brand Loyalty in the Digital Age   

Driving Customer Engagement through API Management Technologies

In markets around the world, the battle to 

establish customer loyalty for consumer-

facing brands is fierce, and the emotional 

engagement a company has with its 

customers is the dominant driver for 

purchase decisions and brand loyalty. 
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Executive Summary

The battle to establish customer loyalty for consumer-facing brands remains 
fiercely competitive, both in domestic U.S. markets and worldwide. But customer 
loyalty remains elusive, particularly as short-term promotions and discounting have 
reached saturation levels and are becoming largely ineffective for ensuring long-term 
customer commitment.

The emotional engagement a company has with its customers has become the 
dominant driver for purchase decisions and brand loyalty. This trend can be leveraged 
by engaging with customers through an ‘Omni-Channel’ strategy. Digital engagement 
with customers can include location-based promotions and near-field communication 
(NFC) payment transactions through smartphones and tablets.

With so many channels available to consumers, the question is how best to deliver 
digital services while ensuring security for corporate IT systems. Many organizations 
are moving to expose APIs (Application Programing Interfaces) and SOA (Service-
Oriented Architecture) services to reach their customers over digital platforms. But 
these services handle sensitive data and involve business-critical functions, making 
security and access control must-have capabilities.

Organizations need to deflect attacks, control access and secure the data that 
is transmitted. API management technology achieves this by acting as the policy 
enforcement point that authenticates, authorizes and audits API access.

A leading U.S.-based consumer brand company recently launched an initiative to 
engage with its customers over digital platforms. The Company selected Axway API 
Management as the foundation of its solution.

The Axway platform has enabled the delivery of these customer engagement services 
while optimizing operational costs and ensuring comprehensive security for IT systems 
and confidential user data. 

The emotional engagement a company 

has with its customers has become the 

dominant driver for purchase decisions and 

brand loyalty. This trend can be leveraged 

by engaging with customers through an  

“Omni-Channel” strategy.
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The Consumer Brand Loyalty Challenge

For consumer-facing brands, the battle to establish customer loyalty continues to be 
fiercely competitive, both within domestic U.S. markets and worldwide. Nonetheless, it 
remains difficult to target specific segments of the population. According to a Grey Matter 
study, “when brand loyalty is viewed across 12 retail store categories (among users of 
each category), there are no strong differences in level of loyalty according to things such 
as age, gender, household income, race/ethnicity, marital status or geography.”1 

The challenge of establishing loyalty differs depending on the type of consumer retail 
business. The consultancy firm Dunnhumby indicates that chain restaurants, for 
example, face greater operational challenges in becoming customer-centric organizations 
than other retail categories. That’s because franchise models often make it difficult 
to consistently deliver the same customer experience across outlets and, ultimately, 
build long-term loyalty with customers. Nevertheless, the study also indicates that the 
customer-service payoff is strong, as restaurants with higher customer-service scores 
tend to have higher comparable sales growth over a two-year period.2

Given the sheer volume and variety of chain restaurants, the competitive landscape 
is particularly complex. According to a Pew Research Center study, there are some 
160,000 chain restaurants in U.S. that serve around 50 million people a day — nearly 
one out of every six — generating $110 billion in annual revenue. When interviewed for 
the study, 44% said they eat at these establishments once a week, and 14% said they 
do so at least three times a week.3 

Yet, customer loyalty remains elusive. According to the Grey Matter study, although 
93% of Americans say they eat at least occasionally at chain restaurants, only 3% of 
those consumers are exclusively loyal to one brand.4 

Brand loyalty to fast food restaurant brands

Source: From Exclusives to Brandless: Exploring Loyalty to Fast Food Restaurant Brands versus Other Brand 
Categories,” Grey Matter Research & Consulting, February 2009

3% 6%15%38%38%

Exclusives
Will only use 
one brand

Favorites
Have a favorite 
brand, but will 
use others

Selectives
Have a small 
number of 
brands they 
will use, with 
no particular 
favorite

Avoiders
No favorite, 
but they avoid 
certain brands

Brandless
They don’t pay 
attention to 
brands in this 
category of 
retail store

1   “From Exclusives to Brandless: Exploring Loyalty to Fast Food Restaurant Brands versus Other Brand Categories,” 
p. 11, Grey Matter Research & Consulting, February 2009.

2   “Fast-Food Chains Miss Out on Sales as Customer Loyalty Lags – Study,” Wall Street Journal, June 13, 2013.

3   “This Surprising Fast Food Chain Is Tops in Customer Loyalty,” The Motley Fool, May 24, 2014.

4   “From Exclusives to Brandless: Exploring Loyalty to Fast Food Restaurant Brands versus Other Brand 
Categories,” p. 6, Grey Matter Research & Consulting, February 2009.

There are some 160,000 fast food 

restaurants in U.S. that serve around 50 

million people a day, or nearly one out of 

every six people, generating $110 billion  

in annual revenue.
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Emotional engagement with customers: the key to loyalty

Certainly, multiple factors have an impact on loyalty, including product quality, in-store 
and drive-thru experience, reward programs, promotions and advertising. However, 
short-term promotions and discounting have reached saturation levels and are 
becoming largely ineffective for ensuring long-term customer commitment. 

Indeed, according to the 17th annual Brand Keys Customer Loyalty Engagement Index 
(CLEI), the dominant driver for purchase decisions and brand loyalty has now become 
the emotional engagement that an organization has with its customers.5 

How can this trend be leveraged? Since consumers tend to have a strong physical and 
emotional attachment to their smartphones and tablets, consumer brands can use these 
digital devices as a synergistic platform to emotionally engage with their customers. 
This is already becoming a best practice: consumer-facing brands are engaging with 
customers through digital services, enhancing the overall customer experience and 
providing a key part of the multi-channel recipe that enables brand loyalty.

Kobie Marketing identifies this trend as “Omnichannel Loyalty,” which it describes as 
follows: “Consumers become empowered through a mix of compelling and coordinated 
cross-channel engagements, as well as truly personalized messaging that delivers 
more meaningful and relevant brand interactions, and the right rewards for the ‘right 
behaviors.’ The result when executed with precision is a true impact on the customer 
lifetime value (LTV) — the ultimate loyalty metric.”6 

Delivering lifetime value

Source: Omnichannel Loyalty: The New Customer Connection,” Kobie Marketing, January 9, 2013

54% 30%

7X

12%

54% of customers 
consider increasing 
business with a 
company for the 
loyalty rewards

12% of customers 
consider ceasing 
business with a 
company for lack of 
loyalty rewards

It costs 7x more to 
gain a new 
customer than to 
retain an existing 
one

A 10% increase in 
retention means a 
30% increase in 
your company’s 
value

5   “Emotional Engagement is Key to Driving Brand Loyalty,” QRSweb.com, February 11, 2013.

6   “Omnichannel Loyalty: The New Customer Connection,” Kobie Marketing, January 9, 2013.

Since consumers tend to have a strong 

physical and emotional attachment to 

their smartphones and tablets, consumer 

brands can use these digital devices as a 

synergistic platform to emotionally engage 

with their customers.
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Kobie Marketing research on omni-channel loyalty further indicates that:

 � Generation X-Y is the dominant market that is ‘always addressable,’ i.e., that:  
1) uses three or more connected devices; 2) is frequently online; 3) is online from 
multiple locations

 � 38% of smartphone users report interest in receiving location-based promotions. 
Furthermore, location-based offers accounted for nearly $7 billion in 2013 revenue

 � Near-Field Communication transactions (such as mobile applications that enable 
loyalty tracking) will account for more than $151 billion in revenue by 2015 and 
represent over 33% of mobile payments 

The takeaway here is that there’s a plethora of digital services that can be delivered to 
consumers to emotionally engage with them. Given the multitude of channels available 
to customers, the question remains how best to deliver digital services to them, while 
ensuring security for the company’s IT systems and confidential user data.

Digital Service Enablement through API  
Management Technologies

Many organizations are moving to use APIs and SOA services to reach out to their 
customers on digital platforms. In a typical case, a company may expose its APIs 
to encourage developers to build apps against their platform and thus increase 
the ecosystem of services available to consumers. These digital services help the 
company emotionally engage with their customers, driving brand loyalty.

However, as organizations expose more APIs and SOA services, security and access 
control have become must-have capabilities, as digital services handle sensitive data 
and involve business-critical functions. Protecting the business means protecting 
against the kinds of attacks and security breaches that can result in brand damage, 
loss of revenue and non-compliance penalties.

Organizations need to protect APIs (including RESTful APIs) and SOA services at all 
levels, including interface, access, and data. Comprehensive API security and out-of-
the-box identity management integrations can deflect attacks, control access, and 
secure the data transmitted by APIs and SOA services. 

API management technology serves as the policy enforcement point (PEP) that 
authenticates, authorizes and audits API access, protecting APIs from malicious 
attacks as well as potential “friendly fire,” by monitoring API call volume and client 
behaviors. Clients that exhibit disruptive behaviors, such as denial-of-service attacks 
or cross-site scripting, can be blocked or throttled. Complete auditing, monitoring, 
logging and reporting capabilities also help enterprises meet the most stringent 
compliance mandates.

Comprehensive API security and out-of-

the-box identity management integrations 

can deflect attacks, control access, and 

secure the data transmitted by APIs and 

SOA services.
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Overview of API management technologies

Axway API Management Customer Success Story
 
The challenge: engage with customers over digital platforms

Recently, a leading U.S.-based consumer brand decided to launch an initiative to 
engage with its customers over digital platforms. The goal was to create emotional 
connections with consumers and help the Company stand apart from its competitors. 
The Company wanted to leverage its brand to create personal connections with 
consumers in the local markets it serves.

The project started as a plan to build a foundational identity service. This “identity as a 
service” infrastructure would be the hub for all customer engagement across all digital 
channels and would serve as the correlating factor for customer activity.

Early on, the Company recognized that enabling a consistent omni-channel experience 
required a centralized approach to customer profile management. There were many 
different channels, with each channel contributing unique elements to a customer’s 
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profile. By managing a customer’s profile as a central service, the Company could 
ensure a consistent experience for a customer as he or she moves between web and 
mobile applications.

The Company also realized that the initiative was not limited to identity and profile 
management. The platform they were creating would serve broader business needs, 
above and beyond identity services. In this sense, it could be considered a “back-end as a 
service” platform, providing the ability to deliver any customer engagement service. 

After a close comparison of digital enablement alternatives, the Company selected 
Axway API Management as the foundation of the solution.

Customer engagement use cases

For its initial deployment of the Axway API Management solution, the Company’s use 
cases included a mobile payments service and a menu service:

 � The mobile payment service is implemented as both a payment method and as 
an alternative to gift cards. For this service, a scanner attached to a point-of-
purchase system scans a code on the customer’s mobile device. Customers can 
also use their smartphones to query and reload their account balance. The service 
is becoming increasingly popular and is a compelling use case for the Company’s 
younger and technologically savvy customers. 

 � The menu service exposes public information about the Company’s menu as an 
API so that development partners can use the information to create customized 
applications. Ultimately, the menu service is designed to create a streamlined online 
ordering process for customers, based on their preferences. 

Delivering Value with Axway API Management

The Axway API Management solution has significantly reduced the cost of delivering new 
customer engagement services, particularly as compared to alternatives the Company 
reviewed. In particular, the Company had considered leveraging open source and ESB 
technologies. The latter option would have required orchestration activity, service bus 
activity and a firewall solution as well. It would have been necessary to weave all these 
different components together and thoroughly test the resultant system. Moreover, each 
minor policy change would have required comprehensive testing.

Instead, with Axway API Management, the Company enjoys a payoff for every integration 
they do. Each service is parameterized and structured, ensuring reliability and quality 
assurance, while generating significant savings. Minor policy changes are easily and 
securely implemented. The system is reliable and trustworthy.

The Axway API Management solution has 

significantly reduced the cost of delivering 

new customer engagement services.
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Looking ahead: building out the program

The Company is enthusiastic about the project, as it aligns strategically with their 
business and their desire to know their customers better and take care of them in a more 
personal way. According to the Company, it’s a differentiator for them in their industry.

The next phase of the project is to implement insights that are the result of customer 
activity. The plan is to take customer requests and preferences, and make them visible 
and actionable. Ultimately, the Company sees this as a key initiative to measure and 
enable customer loyalty.

More broadly, in the battle to establish customer loyalty, Axway API Management 
is enabling the Company to engage emotionally with their customers by delivering 
innovative digital services over multiple channels, while securing the IT infrastructure 
from intrusion of any sort.

Conclusion: The Future of Customer Engagement

In U.S. markets and around the world, establishing customer loyalty for consumer 
brands is extremely competitive. But customer loyalty has become elusive, as 
traditional marketing methods have reached saturation levels.

The emotional engagement a company has with its customers has become the 
dominant driver for purchase decisions and brand loyalty. This trend can be leveraged 
by engaging with consumers through their smartphones and tablets, to which they are 
strongly attached.

Companies are now seeking the best way to deliver digital services to consumers, 
while ensuring that corporate IT systems remain secure. API management technology 
enables companies to reliably deliver consumer services over any channel, while 
deflecting attacks, controlling access and securing all data that is transmitted.

Axway API Management has a proven track record in the field, enabling customer 
engagement for a leading American fast-food company. The Axway platform has 
sharply reduced the costs of delivering innovative digital services while ensuring 
comprehensive security for the Company’s IT systems. 

In one area at least, the future is clear: customer engagement will increasingly be 
key to customer loyalty. Axway API Management offers a secure pathway for customer 
engagement, for companies in the U.S. and worldwide.
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Axway API Management offers a secure 

pathway for customer engagement, for 

companies in the U.S. and worldwide.


